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ABSTRACT

Facebook is a popular online social network that provides means for connecting people all over
the world to communicate together on one set through chatting, sharing photos, documents, and
videos. The widespread of Facebook globally makes it such an attractive medium for image
steganography, especially with millions of images uploaded daily which further obscure
steganography in the uploaded images. Transmitting photos through Facebook enforces image
processing to be applied to the uploaded photos prior their publication which is in consequences
alters the original features of the uploaded images; thus, leads to the secret message loss if any.
Few researches have been conducted to perform steganography on Facebook such as Secretbook
algorithm. However, this algorithm restricts the payload capacity up to 140 characters and the
type of uploaded photo. This thesis aims to propose an image steganography method that
involves an additional JPEG compression step based on an extracted Facebook quantization table
done prior hiding with JPHide and JPSeek algorithm. The proposed method allows JPEG
steganography over Facebook with a higher size of secret information hiding while maintaining
the image quality; at least to the human visual system.



